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1. Nature and iImpact of risk (strategic,
tactical, operational)
« Definition of risk
* Recording risk assessment
. Risk cfassification systems
2. Principles of risk management
« Context for risk management
* Risk aware culture
* Risk management process
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Recognition or identification of risk
Ranking or evaluation of risk
Responding (treatment) to significant risk

« Tolerate/accept

« Treat/mitigation

« Transfer
 Terminate/avoid

« Take the opportunity

Resourcing controls

Reaction planning

Reporting and monitoring risk performance

Reviewing the risk management framework ‘



Risk architecture, strategy and protocols

P

Risk architecture

Risk architecture specifies the
roles, responsibilities,
communication and risk reporting
structure

\_

Risk protocols are presented in the form of the risk guidelines for the
organisation and include the rules and procedures, as well as specifying the
risk management methodologies, tools and techniques that should be used

Risk management process

Risk protocols

\

Risk strategy

Risk strategy, appetite, attitudes
and philosophy are defined in the

Risk Management Policy

_/

10



Framework for managing risk (based on ISO 31000)

Mandate and commitment

Design of framework
» Organisation and its context
» Risk management policy

» Embedding risk management

Implement risk
management

* Implement framework
°* Implement RM process

Improve framework

Monitor and review framework J

11
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A-Structured-Approach-to-ERM-
168340347/8.pdf
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ISO 31073:2022(en) Risk management — Vocabulary

Table of contents:

Foreword

Introduction

Scope

Normative references

Terms and definitions:

d Terms related to risk

d Terms related to risk management
d Terms related to the risk management process
Bibliography

Index

VVYVYVY

YV VYV

15


ISO 31073-2022.docx

Sy 4 b ot o (31

3.1.1

risk

effect of uncertainty (3.1.3) on objectives (3.1.2)

Note 1 to entry: An effect is a deviation from the expected. It
can be positive, negative or both, and can address, create or
result in opportunities (3.3.23) and threats (3.3.13).

Note 2 to entry: Objectives can have different aspects and
categories, and can be applied at different levels.

Note 3 to entry: Risk is usually expressed in terms of risk
sources (3.3.10), potential events (3.3.11),

their consequences (3.3.18) and their likelihood (3.3.16).

16
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objective

result to be achieved

Note 1 to entry: An objective can be strategic, tactical or operational.

Note 2 to entry: Objectives can relate to different disciplines (such as financial,

health and safety, and environmental goals) and can apply at different levels

(such as strategic, organization-wide, project, product and process).

Note 3 to entry: An objective can be expressed in other ways, e.g. as an

intended outcome, a purpose, an operational criterion, as a management

system objective, or by the use of other words with similar meaning (e.g. aim,

goal, target).

3.1.3

uncertainty

state, even partial, of deficiency of information related to understanding or

knowledge

Note 1 to entry: In some cases, uncertainty can be related to

the organization’s (3.3.7) context as well as to its objectives (3.1.2). :
Note 2 to entry: Uncertainty is the root source of risk (3.1.1), namely any kind ’
of “deficiency of information” that matters in relation to objectives (and

objectives, in turn, relate to all relevant interested parties’ (3.3.2) needs and -
expectations).



https://www.iso.org/obp/ui/#iso:std:iso:31073:ed-1:v1:en:term:3.3.7
https://www.iso.org/obp/ui/#iso:std:iso:31073:ed-1:v1:en:term:3.1.2
https://www.iso.org/obp/ui/#iso:std:iso:31073:ed-1:v1:en:term:3.1.1
https://www.iso.org/obp/ui/#iso:std:iso:31073:ed-1:v1:en:term:3.3.2
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3.2.1

risk management
coordinated activities to direct
and control

an organization (3.3.7) with
regard to risk (3.1.1)


https://www.iso.org/obp/ui/#iso:std:iso:31073:ed-1:v1:en:term:3.3.7
https://www.iso.org/obp/ui/#iso:std:iso:31073:ed-1:v1:en:term:3.1.1
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3.2.2

risk management policy
3.2.3
risk management plan

19
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3.3.1

risk management process

systematic application of management policies,
procedures and practices to the activities of
communicating, consulting, establishing the context, and
identifying, analysing, evaluating,

treating, monitoring (3.3.40) and reviewing risk (3.1.1)

3.3.2

Interested party
stakeholder
person or organization (3.3.7) that can affect, be affected ‘
by, or perceives itself to be affected by a decision or
activity

20


https://www.iso.org/obp/ui/#iso:std:iso:31073:ed-1:v1:en:term:3.3.40
https://www.iso.org/obp/ui/#iso:std:iso:31073:ed-1:v1:en:term:3.1.1
https://www.iso.org/obp/ui/#iso:std:iso:31073:ed-1:v1:en:term:3.3.7
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3.3.3

risk perception
3.34

external context
3.3.5

Internal context
3.3.6

risk criteria
3.3.7
organization
3.3.8

risk assessment
3.3.9

risk identification

33 more vocabulary and their definition from
3.3.10 up to 3.3.43

21
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New-Risk-Vocabulary-Standard-ISO-31073-2022-1667752871.pdf
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»Dealing with the proliferation of
data

»Leveraging artificial intelligence
and automation

»Managing the cost of risk
management

» Building stronger organizations

23
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®
We live in an ever-changing world where we
are forced to deal with uncertainty every day.
But how an organization tackles that
uncertainty can be a key predictor of its
success.
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Accountability

Quality

Compliant
Handling

Risk

Environment

Dependability

Safety &
Health Financial

Management

Quality, S&H,

Environment, Risk,

Customer Relationship,

etc.;

These issues all rec
systematic approac
and procedures anc

uire
nes

must be managed,; 1.e.:
they require Management

Systems (MSs)

o
A

' " /’\"
\v.
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The main objective of each MSS is to systematically guide an
organization to satisfy each specific group of stakeholders and to ‘

supply their needs and expectations.
28
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* Asper ISO, Management System Is defined as: the
set of procedures an organization needs to follow In
order to meet Its objectiVes; ;/cu,le Co pito piucew
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« System design and process approach.

RESOURCES PROCESSES OBJECTIVES
3. Allocation 2. System Design 1. Required Output
-+
j. T S0 KPL G
4. Deployment 5. System Implementation 6. Actual Output eeeeeseessd L
/

ENVIRONMENT
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RESOURCES PROCESSES OBJECTIVES
3. Allocation . 2. Quality System Design 1. Customer Requirements
S gl
4, Deployment 5. Qualty System Implementation 5 Qualty
/!
ENVIRONMENT
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SO 9001:2015 - Quality Management Systems
+ |1SO 14001:2014 - Environmental Management Systems
+ ISO 45001:2018 — Occupational Health and Safety Management Systems

ISO 31000:2018 - Risk Management - Principles and
Guidelines

» ISO Guide 37073:2022 - Risk Management —
Vocabulary

1ISO 27001:2005 - Information Security Management Systems

1ISO 22000:2005 - Food Safety Management Systems

ISO 50001:2011 - Energy Management Systems

1ISO 26000:2010 - Guidance On Social Responsibility ’

L [ ] L ] [ ]

31



St 5 G ko S92 5 9 103 1t

* There are many recommended approaches to risk
management (RM) and several different guides and
risk management frameworks and standards have
been published:

e |ISO 31000:2018 - Risk Management — Guidelines

e |1SO 37073:2022 — Risk Management —
Vocabularies

e COSO ERM 2017 — Integrating with Strategy and
Objectives

32


BS ISO 31000-2018.pdf

ISO 31000:2018 — Risk Management — Guidelines

Figure 3: Principles, framework and risk management process from ISO 31000

Risk Management Principles

Risk Management Process

Risk Management Framework

Continual Integrated
Improvement

Human &
Cultural
Factors

Structured &

Value Creation

and

Best Available Protection Customised
Information

V Inclusive

Integration Scope, Context,
Criteria
Risk Assessment

Risk Identification

Improvement

Leadership &

Commitment Risk Analysis

Monitoring & Review

Risk Evaluation

Risk Treatment

Recording & Reporting

Communication & Consultation

Implementation

33



Our understanding of the nature of risk, the art and
science of choice, lies at the core of our modern
economy. Every choice we make in the pursuit of
objectives has its risks. From day-to day operational
decisions to the fundamental trade-offs in the
boardroom, dealing with risk in these choices is a part
of decision-making.
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2017-COSO-ERM-Integrating-with-Strategy-and-Performance-Executive-Summary.pdf

COSO ERM 2017 — Integrating Strategy with Performance

g Impy,
(\0\ (0)

S
o\\"

>

STRATEGY,

MISSION, VISION & . BUSINESS

CORE VALUES : OBJECTIVES, &
PERFORMANCE

ENHANCED
PERFORMANCE

S\
UeSOuo ABorens °
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2017-COSO-ERM-Integrating-with-Strategy-and-Performance-Executive-Summary.pdf

COSO ERM 2017 — Integrating Strategy with Performance

ENTERPRISE RISK MANAGEMENT

MISSION,VISION, / STRATEGY BUSINESS " IMPLEMENTATION ENHANCED
& CORE VALUES DEVELOPMENT OBJECTIVE -‘ & PERFORMANCE VALUE

FORMULATION

' Governance (753 Strategy & Performance Review Information,
"7 & Culture %, Objective-Setting & Revision Communication,

& Reporting,



2017-COSO-ERM-Integrating-with-Strategy-and-Performance-Executive-Summary.pdf

1\ Governance
7 & Culture

1. Exercises Board Risk
Oversight

2. Establishes Operating
Structures

3. Defines Desired Culture

4. Demonstrates
Commitment
to Core Values

b Attracts, Develops,
and Retains Capable
Individuals

Strateqy &
Objective-Setting

6. Analyzes Business
Context

7. Defings Risk Appetite

8. Evaluates Alternative
Strategies

9. Formulates Business
Objectives

Performance Review Information,
& Revision Communication,

& Reporting
10. Identfies Risk 19. Assesses Substantial | 18. Leverages Information
fl, Assesses Severly | Cfenge and Tecnology
of Risk 16. Reviews Risk and 19. Communicates Risk
12. Prioritizes Risks Perormance Information
13, Implements Risk 7. Pursues Improvement | 20. Reports on Risk,
Responses in Enterprise Risk Culture, and
Management Performance
14. Develops Portfolio :
View
37
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ISO_31010_2019_Risk_management_Risk_asse.pdf
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 Brainstorming

* Delphi technique

 Nominal group technique

« Structured and semi-structured

Interviews
¢ Surveys

39
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* Checklists, classifications and
taxonomies

 Fallure modes and effects analysis
(FMEA) and failure modes, effects and
crltlcallty analysis (FMECA)

« Hazard and operablility (HAZOP) studies

« Scenario analysis
« Structured what if technique (SWIFT)

40
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* Cindynic approach
* |shikawa analysis (fishbone) method

ROOT CAUSE ANALYSIS

FISHBONE METHOD

CAUSES EFFECT

Cause Cause Cause

Use this method to visualize the ‘
brainstormiing of potential root causes.

41
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* Bow-tie analysis
* Hazard analysis and critical control points

(HACCP)
» Layers of protection analysis (LOPA)

PR
fup., 7o,

Potential Causes
$IWONNQ [PALNOJ

“ BEFORE
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« Bayesian analysis

« Bayesian networks and influence diagrams
* Business impact analysis (BIA)

« Cause-conseguence analysis (CCA)

« Event tree analysis (ETA)

* Fault tree analysis (FTA)

 Human reliability analysis (HRA)

« Markov analysis

 Monte Carlo simulation
* Privacy impact analysis (PIA) / data protection ¢
Impact analysis (DPIA)

43
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« Causal mapping
* Cross impact analysis

44



S 3 5 5 0 1wl ol SWSS

* Toxicological risk assessment

* Value at risk (VaR)

 Conditional value at risk (CVaR) or
expected shortfall (ES)

45



* AS low as
reasonably practicable
(ALARP) and so far as
IS reasonably
practicable (SFAIRP)

* Frequency-number
(F-N) diagrams

« Pareto charts
 Reliability centred
maintenance (RCM)

* Risk indices

Ffrogeescy #
2 & - . - -
- © S  — — - ~ -

Pareto Chart - Types of Medication Errors (n=430)

Vital Few
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Cost/benefit analysis (CBA)
Decision tree analysis
Game theory

Multi-criteria analysis (MCA)

a7
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= 2, Event : 4, Risk Monitoring
® R I S k F° Identification 3. Risk Assessment and Reporting

re g | St ers Ipherent Risk Assessment (IR) =B

Inherent Risk Assessment
us Consequence Almost
Consequence | Major(7) mmm
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outage Insignificant | ‘
Residual RiskAssessment(RR)‘ ” j[j [

Likelihood

Residual Risk Assessment
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Monte Carlo simulation
Decision tree

Risk return spectrum
Scenario analysis
Business impact analysis
PERT

Sensitivity analysis
_essons learned

Data analysis

Horizon scanning

50



L/
&
(A
%
5/,
ks

Lo 31 wlaw L




