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The Evolution of Risk Management:

From Ancient Civilizations to a
Holistic Approach

By: Charles T. Wert
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Traditional Risk Establishment of Companies begin Risk 2002: Sarbanes 2010: Introduction !
Management - It is Basel Committee in departments: It was during Oxley Act of of Basel ITI norms |
associated with the use response to the serious this time when companies ! 2002 2013: COSO Internal |

of market insurance to disturbances in

control — Integrated
protect individuals and | International currency 2000: ! framework |

began to consider financial
management or risk portfolio |

companies from various and banking market & emergence of Basel I — Introduction of

losses associated with The Basel Capital Accord | ISO 31000-Risk |

accidents. | Management
1947: Non Life insurance 1992: COSO published I 2004: Release of 2017: ERM -
Establishment of ' directives is considered " internal control — ' COSO ERM integrated Integrating
International ' as a format point for ' Integrated framework ' framework & 'with Strategy
Organization for ' solvency f ' Basel II — The new ‘and
standardization | requirements 5 | capital framework Performance
(1S0) | E

PwC has been the knowledge pariner with Committee of Sponsored Organizations (“COS0”) in all its initiatives, including the latest ERM 2017 framework.
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Strategic risk

management

Operational risk
management

Compliance

Reputational risk

Quality

Security and
contingencies
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1* Line of defence

Operational Control activities and Internal Audit External audit
management, functions in staff
Internal controls organisation
- Controller

- Quality and security
- Risk Management
- Compliance
- HSE etc.




LINES OF ACCOUNTABILITY & REPORTING 3 LINES OF DEFENCE MODEL

Hizk far =Ty 5
Semior Loaderzhip Team "k iansgement

4 Mna bf difencs line of defence

Council

Executive
Leadership
Team

Audit & Risk
Committee

Audit (internal &
external)

Senior L_eadershm Risk Management
Team

i 1 ¢
1* |ine of defence 2% lne of Garence 3 line of defence










ISO 31073:2022(en) Risk management — Vocabulary
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3.1.1

risk

effect of uncertainty (3.1.3) on objectives (3.1.2)

Note 1 to entry: An effect is a deviation from the expected. It
can be positive, negative or both, and can address, create or
result in opportunities (3.3.23) and threats (3.3.13).

Note 2 to entry: Objectives can have different aspects and
categories, and can be applied at different levels.

Note 3 to entry: Risk is usually expressed in terms of risk
sources (3.3.10), potential events (3.3.11),

their consequences (3.3.18) and their likelihood (3.3.16).
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3.1.2

objective

result to be achieved

Note 1 to entry: An objective can be strategic, tactical or operational.

Note 2 to entry: Objectives can relate to different disciplines (such as financial, health and safety, and
environmental goals) and can apply at different levels (such as strategic, organization-wide, project,
product and process).

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an
operational criterion, as a management system objective, or by the use of other words with similar
meaning (e.g. aim, goal, target).

3.1.3

uncertainty

state, even partial, of deficiency of information related to understanding or knowledge

Note 1 to entry: In some cases, uncertainty can be related to the context as well as
to its :
Note 2 to entry: Uncertainty is the root source of , hamely any kind of “deficiency of

information” that matters in relation to objectives (and objectives, in turn, relate to all relevant
needs and expectations).
36



organization (3.3.7)
risk (3.1.1)







monitoring (3.3.40) risk (3.1.1)

organization (3.3.7)
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Governance Institute of Australia, 2022 “Risk Management for Directors - A Guide.”
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¢ Governance guides the course of the e0dld LA ) Gl Jla OIS a jues CuaSla @

organization, its external and internal 5 laaul 5 «caldag g of g0 5 Sgymtaily
relationships, and the rules, processes
and practices needed to achieve its
purpose.

¢ Management structures translate

governance direction into the strategy ) ) :
and associated objectives required to 3 4% gt U c0a S Jasi ada 51y ilaal

|y alaal 4 Gass )y gl Sl 3 ) s s
S e G

B/ (5 )8 (A e W AL
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achieve desired levels of sustainable Gae il 5 Bk 553 e U 3 ) 94
performance and long-term viability. Db Jals ola jla
¢ Determining risk management 4 da g e gl 5 o Saul Caglda g e
agcquntability a.nd pversight roles 2 iR le e SO 5 Sy Cu e
within an organization are integral il e Sl CueSla s

parts of the orgarsoatcs’ SQORI0AA02S; Clause 5.3 “Integration”
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events will occur and affect the I8 9 S LU 9 (31wl A
achievement of strategy and (COSO ERM 2017)

business objectives.”
® James Lam, 2017 - “Risk is a
variable that can cause deviation
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achievement of business Lam, 2017)

objectives and the performance of
the overall organization.”
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1.Financial Risk
2.0perational Risk
3.Cybersecurity Risk
4.Strategic Risk

5.Compliance Risk
6.Reputational Risk
/.Market Risk
8.Legal Risk

9. Human Resources Risk
10.Supply Chain Risk
11.Environmental Risk
12.Technology Risk
13.Political Risk

14 .Economic Risk
15.Natural Disaster Risk

IS 9279 Sy £1931 (Sl (§Iliuel (ks dlinls @
(Www.52risks.com :dwoles dasde |y colw ()
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Enterprise-Wide Risks

Event-Driven Financial
Risks

It Alignment with Documentation of
Business Strategy Financial Contracis
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Financial
“Tosucceed |2 ﬁ E
: . =(5|82
financially, how [¢/3|9/%
should we Eé 5=
appear to our [2IEIFI=
shareholders?”

Customer T

“To achieve our E Eg g Vision

vision,how |8 § o%

should we 22| 5Z < and

appear to our = Strategy

customers?”

Processes

shareholders

we excel at?”

Internal Business

“To satisfy our

Initiatives

Measures
Targets

and customers,
what business
precesses must

.

Learning and
Growth

“To achieve our
vision, how will
we sustain our

Objectives
Measures

Targets
Initiatives

ability to

change and

improve?”

L/
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Risk is a variable that
can cause deviation
from an expected
outcome, and as
such may affect the
achievement of
business objectives
and the performance
of the overall
organization.

Distribution of Outcomes

|
|
|
|
|
|
|
|
|
|
|
|
1

Worst-Case Expected
Performance Performance
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Credit Risk
Earnings volatility due to
variation in credit losses

Market Risk

Earnings volatility due to
market price movements

Operational Risk
Earnings volatility due to
people, process,
technology, or one-off
events

Market Operational
Risk Risk

/I\
3

Enterprise-wide Risk Probability

r

Change i Value







Organizational Risk Exposure Types
0&0

Strategic

Reputational
Exposure

Exposure

Operational
Exposure

Compliance
Exposure

{PM-TRAINING







Probability of Occurrence Definitions
Extremely Extremely Reasonably
improbable remotes Remote probable Frequent
Cualitative Should virtualhy Unlikely o occur Unlikely to occur May occur once MMay occur once
definition never oCcur in when considering | during the fotal during total or several times
the whole fleet several systems of |operational life of | operational life during operational
life. the same type, but | each swstem but of one system. life.
nevertheless has may oiccour several
to be considerad times when
as being possible. | considering
several systems of
the same type.
Cuantitative <10~ per 107 to 107° per 10 to 1077 per 107 to 107 per 1 to 107" per
definition flight howsr flight hour flight howr flight hour flight hour




S|Likely to result in death

4l|Potential for severe injury

Frdoderate l S |Potential for moderate injury

Flinor l 2|Potential for minor injuny
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100% minus Confidence
Level

Expected Loss (EL) Unexpected Loss (UL)

Y
L4

Value-at-Risk (VaR)
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ERM is an integrated and continuous process
for managing enterprise-wide risks—including
strategic, financial, operational, compliance,
and reputational risks—in order to minimize
unexpected performance variance and
maximize intrinsic firm value.

This process empowers the board and
management to make more informed
risk/return decisions by addressing
fundamental requirements with respect to
governance and policy (including risk
appetite), risk analytics, risk management, and
monitoring and reporting.

LAM, JAMES; 2017 “Implementing Enterprise Risk
Management — From Methods to Applications”
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COSO ERM 2017 - Integrating Strategy with Performance

ENTERPRISE RISK MANAGEMENT

MISSION,VISION, i STRATEGY S BUSINESS ( IMPLEMENTATION \ ENHANCED

& CORE VALUES y DEVELOPMENT OBJECTIVE y & PERFORMANCE VALUE

\ FORMULATION _
_'j Governance ~oa Strategy & Performance Review Information,
"' & Culture ‘ 3 Objective-Setting & Revision Communication,

& Reporting

Enterprise risk management (ERM):
The culture, capabilities and practices, integrated with strategy-setting and its performance,
that organizations rely on to manage risk in creating, preserving and realizing value.
COSO ERM 2017-Integrating with Strategy and Performance
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Governance
& Culture

. Exercises Board Risk
Oversight

. Establishes Operating

Structures
. Defines Desired Culture

. Demonstrates
Commitment
to Core Values

. Attracts, Develops,
and Retains Capable
Individuals

Strategy &
Objective-Setting

6. Analyzes Business
Context

7. Defines Risk Appetite

8. Evaluates Alternative
Strategies

9. Formulates Business
Objectives

@ Performance

10. Identifies Risk

11. Assesses Severity
of Risk

12. Prioritizes Risks

13. Implements Risk
Responses

14. Develops Portfolio
View

Review
& Revision

15. Assesses Substantial
Change

16. Reviews Risk and
Performance

17. Pursues Improvement
in Enterprise Risk
Management

Information, l
Communication,
& Reporting

18. Leverages Information
and Technology

19. Communicates Risk
Information

20. Reports on Risk,
Culture, and
Performance




Management Guidelines

Figure 3: Principles, framework and risk management process from ISO 31000

Risk Management Principles

Management Framework Risk Management Process

Continual Integrated
Improvement

Human & & s - >
Cultural . Structured &

Factors hComprehensive

Best Available =T C CTIO Customised
Information P

Dynamic Inclusive

Integration

Improvement

Risk Analysis

Monitoring & Review

Risk Evaluation

Communication & Consultation

Evaluation
Implementation

Recording & Reporting

organization (3.3.7)
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RESOURCES PROCESSES OBJECTIVES

3. Allocation - 2. System Design 1. Required Output

4. Deployment 5. System Implementation 6. Actual Output

/"

ENVIRONMENT




RESOURCES PROCESSES OBJECTIVES
3. Allocation . 2. Quality System Design 1. Customer Requirements I'
4. Deployment 5. Quality System Implementation 6. Quality

‘/'

ENVIRONMENT







(IAIS 2019) (5o 5o @i DLBS JSES polis

As per ICP 8, the systems typically include: ouLid) LS solic ICP 8 (4

% Strategies setting out the approach of the ) iy le ot
insurer for dealing with specific areas of risk gl
and legal and regulatory obligation . .

< Policies defining the procedures and other W goun Jas-
requirements that members of the Board and ualyd &
employees need to follow LJAS &

¢ Processes for the implementation of the
insurer’s strategies and policies; and
 Controls to ensure that such strategies,
policies and processes are in fact in place,
are being observed and are attaining their
intended objectives.
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ERM Framework

Governance/Policy

Risk Assessment
& Qualification

Risk Management

Reporting and
Monitoring

STRATEGY

Reputation

Customers
Regulators
Shareholders
Rating Agencies
Stock Analysis
Business Partners

General Public/
Social Media







V3100020 e 4

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

nMa m___. s =chnigues dappréciation du risque

IEC 31010

Edition 2.0 2019-08
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¢ Brainstorming

¢ Delphi technique

¢ Nominal group
technique

¢ Structured and semi-
structured interviews

¢ Surveys

80
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¢ Checklists, classifications and taxonomies

¢ Failure modes and effects analysis (FMEA) and
failure modes, effects and criticality analysis
(FMECA)

¢ Hazard and operability (HAZOP) studies

¢ Scenario analysis

¢ Structured what if technique (SWIFT)

81



Sy Jolgs 9 Je calio cannl Sl QB SWiSS

S

¢ Cindynic approach
¢ Ishikawa analysis (fishbone) method

RCOOT CAUUSE

FISHECODNE

CAAlLINS ES

Lise this rmiethod to wiswuwalize th e
BEBraimstctcormimegss of potemtial mroot cauuses .
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¢ Bayesian analysis

¢ Bayesian networks and influence diagrams

¢ Business impact analysis (BIA)

¢ Cause-consequence analysis (CCA)

¢ Event tree analysis (ETA)

¢ Fault tree analysis (FTA)

¢ Human reliability analysis (HRA)

¢ Markov analysis

¢ Monte Carlo simulation

¢ Privacy impact analysis (PIA) / data protection impact
analysis (DPIA)

84



Economic
development

0/6

Agricultural
Pollution run-off
in lake

-6

.
=

|. National income

2. Number of terors

3. Detement power of law

4, Rute of violence shown im mediy

3. Rate of armament

b, Education level

7. Rate of migration

8. Technological and indusirial development
9. Incorrect state policies

10.Marke volume of seeurily equipmen

5 very strong, 4: strong, 3 average. 2 weak, 1 very weak, O no relationship
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Level

Srsrrsnnes s sune s o — Patantlal Losses
Expacted Loss (EL) Unexpocted Loss (UL)
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Value-at-Risk (VaR)
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.
S

Alternative

MCDA Performance Matrix

2

Efficacy #
Safety ##
g P

Quality of Life

Functional Status

Dosing Convenience

Price

Cost-Effectiveness

Budget Impact




2. Event - 4. Risk Monitoring
Identification 3. Risk Assessment and Reporting

Inherent Risk Assessment (IR)

m 'm.r.mm.k A“..'m.m —
Description
Consequence | Major (7)  uniiety @ | Possibie @] Likety ) | o' |

Thereis ansk Financial
that the company
isnotina
positionto
recoverits
operations in the
eventof a
disaster or major
outage.

Residual Risk Assessment (RR) ‘

Cause 1- Service  Undertakea " Possible (3) -

Cousot-Sovice Undosed [ Coccuance | winor 5 NCEETIN KT 2 R
identified Assessment (BIA).
rocwef;y Likelihood Unlikely (2)
requirements.

a
Reputati
5 0 Likelihood Likely (4)
o Regulatory/Legal

[=]

(=}

i O Ri Ex (28
: verall Risk treme (28)
Services Rating

Overall Risk Low (6)
Cause 2- Createand test a Raling
Inadequateorno  CMP toensure ...
CMP.
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Risk appetite vs. risk tolerance

If risk appetite represents the official speed limit of 70, risk tolerance
is how much faster you can go before likely getting a ticket.

B
; it N

e gt

5 5 the acceptable deviation
the amount of risk an ' ‘ from the organization's
organization is willing risk appetite.
to accept to achieve its

objectives.

(80 MPH AND ABOVE)

-,
9 =
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Existing The current level and distribution of risks across
Risk Profile the entity and across various risk categories

Risk. The amount of risk that the entity is able to
Capacity support in pursuit of its objectives

Determination
of
Risk
Risk Acceptable level of variation an entity is willing Appetite
Tolerance to accept regarding the pursuit of its objectives

Attitudes The attitudes towards growth, risk, and return
Towards Risk
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3.3.27

risk appetite

amount and type of risk (3.1.1) that an organization (3.3.7) is willing to
pursue or retain

[SOURCE:ISO Guide 73:2009, 3.7.1.2]

3.3.28

risk tolerance

organization’s (3.3.7) or interested party’s (3.3.2) readiness to bear
the residual risk (3.3.38) in order to achieve its objectives (3.1.2)

Note 1 to entry: Risk tolerance can be influenced by legal or regulatory
requirements.
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opportunity (3.3.23)

risk source (3.3.10)
likelihood (3.3.16)

consequences (3.3.18)

risk financing (3.3.36)




risk (3.1.1)

risk (3.1.1)

risk evaluation (3.3.25)

risk treatment (3.3.32) risk (3.1.1)




risk treatment (3.3.32)
consequences (3.3.18)

risk (3.1.1)
residual risks (3.3.38)
level of risk (3.3.22) risk criteria (3.3.6)

risk (3.1.1) risk treatment (3.3.32)
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risk management

process (3.3.1) risk (3.1.1) risk control (3.3.33)

objectives (3.1.2)

risk management

process (3.3.1) risk (3.1.1) risk control (3.3.33)

interested party (3.3.2)

risk (3.1.1)
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Risk Response

'Control Actlvltlesg

Information & Communication

Expanded into
3 components

Information & Communication
Monitoring Activities

Internal Control - Enterprise Risk Model -
integrated Framework Integrated Framework

Governance
-------------------- Strategy Setting - ccccccccccccnccccces

Business
Planning

Monitoring

Adapting Execution :

Contextual Business Model
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Risk List ERM
VS
Objective Centric ERM
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Objective Setting C\

Communication Risk
and Monitoring Identification

Culture &
Leadership

Risk Response ' = Risk Assessment

Source: Beasley, 2020.
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Shareholder
Currency Activism

Inconvertability

FINANCIAL
RISKS

Transaction
Fuel Prices Processing Errors
Financial
Markets
Instability

Interest Rate
Fluctuations
Adverse
Changes In
Environmental

Uncompetitive
Cost Structure

Accounting /

Tax Law Debt 8 Credit

=hangas Beting Regulators
Adverse Economic Credit i
Chahoes Bacessiof et Currency & Foreign

Exchange Rate
Fluctuations
Equip., Facilities, Business
Acquisitions & Divestitures
Asset Valuation

In Industry

Regulators Liquidity / Cash

Healthcare &

Inadequate /
=3 Pension Costs

Inaccurate

Public Boycott
& Condemnation

New or Foreign Mergers &
Competitors Industry Consolidation

STRATEGIC
RISKS

Timing of Business |neffective Loss of Intel.

Decisions & Moves Planning Property

Budget Overruns / g, pplier Relations Perceived

Unplanned Expenses Dealer Relations Quality

Seasonality & Va‘ri_abifity Offensive Ethics Vioclations
Technology Decisions Advertising Customer Demand

“Gotta Have Products” pjarket Share Battles Corporate
Program Launch Inadequate Mgmt. Oversight Culture
Product Development Process Pricing & Incentive Wars
Product Design & Engineering Foreign Market Protectionism
Joint Venture / Alliance Relations
Union Relations, Labor

Attacks on Brand Loyalty
Product-Market Alignment

Financial _Ccntrofs Counterparty Revenue Disagreements & Custamer Negative Media

& Reporting Risk Management ENTERPRISE Contract Frustrations Relations Coverage

Asbestos Exposure 3rd Party General Product RISKS HR Risks - Key Skill Shortage, Personnel Turnovers

Mold Exposure Liability Liability Liability Harassment & Arson = Computer Virus / Denial
Network Failures

Loss of Key Facility Diractors &
Waoarkers Compensation Owners Liability
Boiler or Machinery

Explosion

Property Damage

Bldg. or Equip. Fire

Cargo Losses
Geopolitical Risks

Severe Hot /
Cold Weather

Terrorism / Sabotage

Land, VWater,
Atmospheric
Pollution

Hurricane / Building
Typhoon Earthquake Building Subsidence &
Collapse Sinkholes

Disease / Epidemic
Animal / Insect Infestation Deductible wildfire
Blizzard / Ice Storm Lyt
Hail Damage Lightning Strikes
Heawvy Rain /
Thunderstorms
Wind Damage
Volcano Eruption
Tsunami

HAZARD
RISKS

Tornados
Flooding

of Service Attacks
Vandalism Extortion
Workplace Viclence A /E
Dealer Distribution ?cess o i
Loss of Key Personnel Tier 1, 2, 3...n
e e Supplier Problems
Operator Errors / e Accounting or Internal
Accidental Damage L;:i::;rﬂ'{ﬂ::t Controls Failures
IT System Failure (Hardware, Loss of Key Supplier
Software, LAMN, WAN) Logistics Provider Failures
: = Service Provider Failures
Soancial TraniblS. kidnapping Health & Safety
uality pills, = ik = 5
Eailiie 5 DeliverGov t Inquiries Violations
Matarials, are Info. Mgmt. Problems
Supplier Bus.
Interruption
Theft

Discrimination
Warranty / Praduct
Recall Campaigns
Logistics Route or
Mode Disruptions

Restriction of

OPERATIONAL
RISKS

Utilities Failures
Communications,
Electricity, Water,
Power, etc.

Source: Debra Elkins, “Managing Enterprise Risks in Global Automotive Manufacturing Operations,”
presentation at the University of Virginia, January 23, 2006. Permission granted for use.




EXHIBIT 4A: RISK IDEN CATION TEMPLATE

1. Please list the major strategies and/or objectives for your area of responsibility.

2. Please list the major risks your unit faces in achieving its objectives. List no more
tharn 10 risks.

3. Please assess the overall risk management capability within yvour area of
responsibility to seize opportunities and Mmanage the risks you have identified.

EXHIBIT 4B: MAJOR STRATEGIES/OBJECTIVES FOR YOUR UNIT

Please list the major strategies/objectives for your unit.

KS FOR YOUR UNIT

Please list the major risks vour unit faces in achieving vour objectives. List no more
than 10 risks.




Context

Step1to3

Date Risk Identified:

Business Area/s:
Risk Category:

Commentary / Summary

Enter date

Provide the primary affected business area

Choose an item.

Risk Owner:

Risk Type:

Choose an item.

Input the stakeholder accountable for the risk

Input any details that may provide useful background/context in understanding the risk

1 — Identify

Step 4.
Risk Description
(What could go

wrong?)

Step 5.
Consequences
(Why do we care?)

2 - Analyse

Step 6. Cause
(Why would this
risk occur?)

3 — Evaluate

Step 7.
Controls

Step 8.
Current Risk
Rating

Step 9.
Risk
Treatment
Option
(Select
‘Accept’
or ‘Treat)

4 —Treat

Step 10.
Treatment Plan
(Describe your plan)

Step 11.
Treatment
Due/
Review
Dates &
Owner

Step 12.
Target Risk
Rating

RMIT’s global presence

financial performance

ad-hoc approach to
expand global presence

a development and
implementation plan.

Type here - Provide a Type here - The Type here - [nput the Type here - Select Type here - Input any Type here Type here -
brief but clear consequences need fo key dnvers that will Use the 'Risk ‘Accept’ or planned mitigations (but = Record the These ratings
description of the risk. provide the description result in the risk Exposure Matrix' ‘Treat' not currently in place) that | review should be done
of what impact the risk oceurting. supported with the | Accept when | will further reduce the risk. | and/or due after taking into
will result in f;:ﬁ:g:;"g eand | no further dates for account the
ena | treatment
to assist you in each planned
identifying the risk treatment treatments.
# level, Tn:sow - Choose an and
ratings shouwld be
donagefmr taking item. gfvsno;;amd
into account the
controls currently
in place.
Strategy and drive to Design and develop new
Eeer EEreD This risk may negatively grow internatic_)nal Global Partnership Life-
@ Management - Risk that impact RMIT brand and revenue but without Consequence: 3 cycle Framework - October Consequence: 3
g- an ad-hoc approach is position in different clear partner No controls are Likelihood: C Option - Gain executive approval, 2019 Likelihood: B
S taken in developing countries whilst also management process currently in place Treat assign development to
negatively impacting and policies, causing an High staff member, and create Joe Bloggs Medium




Use the following categories™ to assess the overall risk management capability within
your area of responsibility to seize opportunities and manage risks using the scale at
the bottom of the page.

|

Internal Environment VL L M H VH
Objective Setting VL L M H VH
Event Identification VL L M H VH
Risk Assessment VL L M H VH
Risk Response VL L M H VH
Control Activities VL L M H VH
Information/communication VL L M H VH
Monitoring VL L M H VH

What is your level of concern with respect to the overall risk management capability of
your area of responsibility to seize opportunities and manage risks? Please circle the
most appropriate response:

VL = Very Low L = Low M = Medium H = High VH = Very High

*The categories are taken from COSO, Enterprise Risk Management—Integrated Framework:
Executive Summary, AICPA, New York, N.Y., 2004.




Develop Influence Diagram and Quantify the Risk Drivers: Define root causes and main drivers of the risks.
Define the chain of events in likely scenario. Drivers should be small enough in scope that they can be quantified.

Do NOT try
to quantify at
these levels
@ -/ KevRSKORVER I
RISK#1 RISK §2 RISK £3
T0 ACHIEVING GOALS TOACHIEVING GOALS TO ACHIEVING GOALS
AND OBJECTIVES AND OBJECTIVES AND OBJECTIVES
(FAILURETO SELL)
Quantify risks
RGN LTIy 3 RiVER OF RISK #1 [l DRIVER OF RISK 41 DRIVER OF Risk #2 [l DRIVER DRIVER OF RIs#3 [l DRIVER OF RISK #3
or below




Profitability #

Increase :

Revenues

Strategic
Initiative #1

Strategic
Initiative #3

Strategic
Initiative #4 %

Potential
Risk

. Potential

Potential
Risk

Potential
Risk
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Qualitative vs. Quantitative el Sy (30331 S s Odany 33 (840
Risk Rankings Gy i 31 Sligedo (8l Olojlew 36 @
Impact and Probability S350 9/l 31 salii b Sy
Keys to Risk Maps Sy YLl

Link to Objectives at Risk or Divisions at Risk <., ;855 51 S 043 9 0 Sl L 2
Residual Risk )
Validating the Impact and Probability
Gain/Loss Curves
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Risk-Adjusted Revenues JAS o6 pk g JAS S8 ’:‘
A Common Sense Approach to Risk Y BT
Assessment Jlo 2/l %9

Probabilistic Models Seemingly : PTIIR
Nonquantifiable Risks Slhons Ao/ Sldon 07



Strategy View (Portfolio)

Entity Objective View (Risk Profile)

e
—— .

Business Objective View (Risk Profile)

Risk View
S
Risk of e e Risk of Risk of Risk of Risk of Risk of Poor g
. . Risk of Risk of i - R ) i oy B AT N Risk of Low
Counterparty Funding Gap Fraud Technology Compliance Product Product Customer Sales

Disruption Breach Recall Obsclescence Experience

Risk Category View

Financial Risk Operational Risk Compliance Risk Customer Risk




QUALITATIVE: QUALITATIVE/QUANTITATIVE: QUANTITATIVE:

Risk identification

Risk rankings

Risk maps

Risk maps with
impact and likelihood

Risks mapped to
objectives or divisions

|dentification of risk
correlations

Validation of risk impact
Validation of risk likelihood
Validation of correlations
Risk-corrected revenues
Gain/loss curves

Tornado charts

Scenario analysis
Benchmarking

Net present value
Traditional measures

Probabilistic techniques:
Cash flow at risk
Earnings at risk
Eamings distributions
EPS distributions

Level of difficulty and amount of data required




HIGH

Impact

HIGH IMPACT HIGH IMPACT
LOW LIKELIHOOD HIGH LIKELIHOOD
LOW IMPACT LOW IMPACT
LOW LIKELIHOOD HIGH LIKELIHOOD

Likelihood of Occurrence

HIGH

ll
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Process/Business
Level Impact

Low Moderate High
(Consistently (Sometimes (Maostly outside of
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variance in key variance in key variance in key

metric improvement metric improvement metric improvement
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Actual/Potential Performance Variability Around Targets
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Opportunities Risks
Likelihood Exfreme Maior Moderale Minor Incidental Incidental Minor Moderate Major  Extrerne

Fequent (NN O D D
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1.10
1.00
0.90
0.80
0.70
0.60
0.50
0.40
0.30
0.20
0.10
0.00

90% - $0.30

80% - $0.48

70% - $0.68

60%-$1.13

50%- $1.15
40% - $1.50
30%- %1.98
20% - $2.73
10% - $4.28

Probability that Annual Loss will Exceed Amount Shown

$0.00 > $6.18
Annual Loss Amount

Note: All loss amounts are in millions of dollars.

Risk 1

Risk 2
Risk 3
Risk 4
Risk 5
Risk &
Risk 7
Risk 8

Risk 9

555 ) gad
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Phase I:

Building a Foundation for
Risk Management

Busine

Phase Objectives:

= Build executive-level support

= Strengthen core team and operating model

= Align expectations through a risk management
commitment process

= Develop specific segment-level risk
management commitments

Stage Objectives:
Stage 1: Stage 2: Stage 3:
Awareness Capability Alignment
Build nisk Build initial risk Align
management management expectations
vision, strategy, foundation through a nsk
and awareness of structure, management
resaurces, commitment
and operating
model

Busines

Phase ll:

Segment-Level
Risk Management

c
bl

Execution of a consistent risk management
approach across all segments

Engagement in specific areas to help the
business remediate significant risk issues
and fulfill their segment risk management

commitment

Segment-level personnel at appropriate levels
engaged in the risk management process

Demonstrating the tangible value of a
disciplined risk management process within

each segment

Stage 4:
Engagement
Engagement
in specific risk
issues to help
fulfill the risk

management
commitment

Stage 5:
Value
Demuonstrating
tangible
valus from a
disciplined nisk
management
process

Stage 6:

Operationalize
Segment-lavel
. nel at
all lewels fully
engaged in and
rationalizing
the risk '
management

process

Phase Ili:
Enterprise-Level
Business Risk Management

Evolve to an enterprise risk commitment and
accountability model by “connecting” the
segment risk commitments to consider cross-
segment risk issues and interdependencies

Enhance coordination and integration among
segment business risk services {BRS) teams to
help the enterprise remediate significant risk
issues and fulfill the enterprise risk commitment

Deepen risk management focus on potential risk
issues applicable to all business segments

Enhance coordination with ether components of
the enterprise risk management operating model
that focus on specific areas of risk exposure

Stage 7: Stage 8: Stage 9:
Collaborate Coordinate Integrate
Enhance BRM | Enhance BRM | BRMis fully
collaboration coordination integrated
across other with ather with business

segment teams: areas planning,
to consider performance
ENpss-segment management,
nsk issues quality, and
and interdepen- er key
dences management
processes
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. Communication, information |
and reporting

Risk management, strategy

5 i I_ea d e rSh i p and decision making processes

5

4. Managed

Framework and processes

3. Repeatable
1. Initial

1 Ad hoc T-tools and analyses Organizgtion, au'thorityand
) interaction
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McKinsey
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[nsurance Practice

Insurance 2030—
The impact of Al on the
future of insurance

The industry is on the verge of a seismic, tech-driven shift. A focus on
four areas can position carriers to embrace this change.
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Non-financial risks: Why quantify?

1. To assess the total potential exposure of single risk (risks can lead to several I
consequences, like safety, reputational, compliance, operational disruption, etc.)

2. To aggregate risks and find the combined exposure of multiple risks

3. To compare and prioritise risks using on the basis of total exposure

-

4. To run more insightful analyses (e.g., sensitivity studies, control cost-effectiveness
analyses)

5. To help calculate the ROI of your risk program




Quantifying non-financial risks is common in certain industries...

For example...

After a series of disasters, the California Public Utilities
Commission now requires utility companies to:

* Implement a risk-based decision-making framework

* Use a Multi-Attribute Value Function: for combining
all potential consequences of a risk event and create a
single measurement of value/score

* Attribute: An observable aspect of a risky o San Bruno pipeline explosion, 9/11/2010

situation that has value or reflects a utility
objective
. . _ - Attributes Range Natural Units  Weight Scaling Function
* Attributes considered: Safety, Reliability and sy 45| o0-100 | Ewvaent | o
FinanCiaI = A Fatalities? .-.-If ......... n
i . ocre B CoRE_
* Apply MAVF to calculate mitigation cost-effectiveness  reiapiiy [ 5000 { 0-4Bilon | | 00 fes | 20% 4,982
(Risk-Spend Efficiency) | ‘CM" T 2 .
g:;abllity!.. 2 4=750,000 C:;:JCT:JS 5% 2 T o MUiE-Attribute Risk Seore

Exposure x LoRE x

——
Financial'| _800M > 0 -§5B Dollars ($) 25%



Case study

* A corporate entity has two business units
* The corporate board wants to aggregate and compare three key risks, each with different consequences

< Risk 1: Raw material shortage
Consequences:
1. Financial
2. Project delay

Corporate

|

Risk 2: Chemical spill — «— Risk 3: Equipment failure

Business Unit Business Unit

Consequences: Consequences:
1. Financial 1 2 1. Financial
2. Safety 2. Project delay

3. Safety



Set up a risk scoring framework

Risk score ranges from0—-5

D Entity specific utility scale

|| corporate utility scale

Consequience Entity Nil Insignificant Minor Moderate Major Severe
(Score =0) (Score=1) (Score = 2) (Score =3) (Score = 4) (Score =5)

Corporate 50,000 200,000 700,000 3,000,000 10,000,000

(FL";‘:)")‘:ia' Business Unit 1 [No loss 20,000 80,000 300,000 1,000,000 5,000,000
Business Unit 2 10,000 30,000 100,000 250,000 1,000,000
Corporate 1 month 3 months 6 months 12 months 24 months

Project delay |Business Unit 1 [No delay 2 weeks 1 month 3 months 6 months 12 months
Business Unit 2 1 week 2 weeks 1 month 3 months 6 months
Corporate

safety Business Unit 1 |No injury First Aid Medically treated |\ italisation  [Single fatality  |Multiple fatalities

Business Unit 2

injury




2)

3)

Assess risk likelihood and consequence(s)

Corporate Risk Financial consequence Min Most likely Max
Raw material shortage | | Revenue loss 500,000 1,000,000 5,000,000
Likelihood Non-financial consequence Nil (0) Insignificant (1) | Minor(2) | Moderate (3)| Major (4) Severe (5)
30% Project delay* 50% 5% 10% 25% 5% 5%
BU1 Risk Financial consequence Min Most likely Max
Chemical spill Fines, clean up costs 1,000 50,000 10,000,000
Likelihood Non-financial consequence Nil (0) Insignificant (1) Minor (2) Moderate (3) Major (4) Severe (5)
20 - 50% Safety 80% 5% 10% 5% 0.1% 0.001%
BU2 Risk Financial consequence Min Most likely Max
Equipment failure Repairs 2,000 10,000 1,000,000
Average frequency Non-financial consequences Nil (0) Insignificant (1) Minor (2) Moderate (3) Major (4) Severe (5)
4 peryear Project delay* 70% 10% 10% 5% 3% 2%
Safety 60% 25% 8% 4% 2% 1%

* For simplicity, project delays were modelled using a discrete distribution but we could also have used continuous distributions




Run a Monte Carlo simulation

Frequency distribution A . }
BU2 Risk For example, in trial
Equipment failure » #30 out of 5,000...
Average frequency > ve® | Simulated frequency
4 per year o 5 failures
003
| | 4 000
1] 2 4 L] B 10 12
v v b 4
Financial impact Project delay safety
Business Unit 2 Scale Business Unit 2 Scale Corporate Scale
Parameters Values Consequence | Probability No. events Utility value Consequence | Probability | No. events Utility value
Min 2,000 0 70% 2 - 0 60% 3 -
Most likely 10,000 1 10% 1 10,000 1 25% 1 50,000
Max 1,000,000 2 10% il 30,000 2 8% 1 200,000
Simulated value * 77,340 3 5% 1 100,000 3 4% 0 -
4 3% 0 = 4 294 0 g
5 2% 0 - 5 1% 0 -
Simulated utility 140,000 imulated utility ** 250,000

= Simulated total utility: 467,340 Interpolation —  Risk score: 4.29

* Calculates the aggregated distribution given the simulated risk event frequency of 5 equipment failures
** There are pros and cons in ‘putting numbers’ on the utility of injuries, fatalities, etc. However, this is common practice as seen in the use of such concepts as the ‘value of statistical life’.



Quantifying risks: Business Unit vs Corporate scale

N e The same risk scores higher in the
i Business Unit scale than in the Corporate
scale because:
0.5 . * BUs have lower risk thresholds
» Safety consequences carry more

0 weight as they are linked to the
%‘ o8 Corporate utility scale (making these
3 consequences more important)
:13‘0.5
g * In other words, risks are ‘more damaging’
§ 04 at the BU level, typically because of their

more restricted capacity to absorb risk

03 relative to the corporate entity

02 1. Equipment failure (BU scale)

01 [] 1. Equipment failure (corp scale)

[ 3. Chemical spill (BU scale)
0.0 i : | 3. Chemical spill (corp scale)
00 05 1.0 15 20 25 30 35 40 45 50 55

Relative risk score



Aggregating risks at the corporate level

09

o =] ) o
) o ~ @

Cumulative probability
o
~

03

0.2

0.1

0.0

0.5

1.0

20 25 3.0
Risk score (corp scale)

3.5

4.0

4.5

50

* Risks can be properly
compared and prioritised
when aggregated at the
corporate level (this is what
‘Enterprise Risk Management’
is supposed to be about)

* The total amount of risk
carried at the corporate entity
can also be calculated

[] 1. Equipment failure (corp scale)

[] 2. Raw material shortage (corp scale)
3. Chemical spill (corp scale)

[ Total risk



Another way to visualise what we’ve done

: Moderate _ )
Total risk Corporate (3) = e 53 .

Raw material Coroorate Minor
shortage P (2)

Insignificant

(1)

Chemical spill Business Unit 1

16% 3%

Severe

(5)

Equipment failure Business Unit 2

m Nil (0) mInsignificant (1) Minor (2) Moderate (3) Major (4) mSevere (5)
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